PUMHSW SMART UNIVERSITY (WINDOWS 8.1 CONFIGURATION

Windows 8.1 Configuration of PUMHSW Smart University Connectivity Manual

1. Open ‘Network and Sharing Center’

2. Goto ‘Setup anew connection or network’
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PUMHSW SMART UNIVERSITY (WINDOWS 8.1 CONFIGURATION

3. Choose ‘Manually connect to awireless network’

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

L i Set up a new network
- Set up a new router or access point

' IManually connect to a wireless network

=l Connect to a hidden network or create a new wireless profile
Connect to a workplace
Set up 3 dial-up or VPN connection to your workplace.

Next | Cancel »

4. Onnetwork name write “PUMHSW Smart University”
Security type ‘WPA2-Enterprise’

Encryption Type ‘AES’ Leave

Security Key ‘Blank’ Click on

‘Next’

@ ! Manually connect to awireless network

Enter information for the wireless network you want to add

Network name: PUMHSW Smart University

Security type: [WPA-Enterprise ~|

Encryption type: |iAES : v]

Security Key: \ | [Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

I Next ][ CanceIJ
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5. Go to ‘Change Connection Setting’

; L e @ Wy S—— W —~ - U=l
i U 11! Manually connect to a wireless network
E
! Succesfully Added PUMHSW Smart University
| 2 Change connection settings
! Open the connection properties so that I can change the settings.

6. Select Security Type ‘WPA2-Enterprise’
Encryption Type ‘AES’

Network Authentication Method: Microsoft: Protected EAP (PEAP) and then click

setting
A
PUMHSW Smart University Wireless Network Properties S

| | Connection seanty [

Security type: WPA2-Enterprise
Encryption type: AES 3¢

[

Choose a network authentication method:

[Marosoft: Protected EAP (PEAP) v

[¥] Remember my credentials for this connection each ]
tme I'm logged on

Advanced settings

[mﬂwﬂ
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PUMHSW SMART UNIVERSITY (WINDOWS 8.1 CONFIGURATION

7. Uncheck ‘Validateserver certificate’
Click on ‘Configure’

¥

Protected EAP Properties &

When connecting:

[]validate server certificate

E Connect to these servemm:

Trusted Root Certification Authorities:
B
avast! Mail Scanner Root |
Baltimore CyberTrust Root

[T] certum CA

[] certum Trusted Network CA

[] chambers of Commerce Root - 2008

Class 3 Public Primary Certification Authority -
< | 1 | »

b >

; Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

| secured password (EAP-MSCHAP v2) - | Configure... |
Enable Fast Reconnect

[]Enforce Network Access Protection
Disconnect if server does not present cryptobinding TLV
[ Enable Identity Privacy

e

8. Uncheck Automatically use mywindows logon name and password (and domain if
any) press OK

EAP MSCHAPV2 Properties [

When connecting:

[ Automatically use my Windows logon name and
password (and domain if any).
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9. Forget/Disconnector Reconnectwith PUMHSW Smart University

10. Provide Your Institutional Username and Password

name and passwordg
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